INFORMATION SYSTEMS


Policy and Procedure Guide

	Subject:
	Internet and Social Networks  
	
	Date Effective:

Review Date:
	August 2011
April 2012


	Responsible to:
	General Manager

	Applies to:
	All WRFKA staff

The wider kindergarten community 

	Purposes:
	· To make explicit the rights and responsibilities of WRFKA staff, in using the Internet or social networks – this being Facebook in the first instance.
· To provide guidance regarding the safe and responsible use of the Internet and social networks by WRFKA staff and the wider kindergarten community.
· To create an Internet presence for each kindergarten.  Kindergartens can share information about their kindergarten and community with families (or other accepted members).  Members (anticipated to be families, committee members, teachers, users associated to wider kindergarten group, ie association staff) can make posts relevant to the kindergarten (ie around events, initiatives). 



	Definitions:
	Important terms used in this document
· “ICT” means “Information and Communication Technologies”. 

· “Cybersafety” refers to the safe and responsible use of the Internet.

· “Kindergarten ICT” refers to the kindergarten’s computer network, Internet access facilities, computers and other kindergarten ICT equipment/devices as outlined below.

· “Objectionable” means the definition used in the Films, Videos and Publications Classification Act 1993.
All objectionable material is illegal, and can include such material as images of child sexual abuse, extreme violence, and extreme cruelty.  

	References:
	· Privacy Act 1993 

· Films, Videos and Publications Classification Act 1993

· Net safe sample cybersafety policy and use agreements for personnel of New Zealand ECE Services
· Net Safe Kit for ECE 


POLICY
POLICY

1. Information is vital to WRFKA’s delivery of high-quality education to children. 
2. The Internet, and Information and Communication Technologies (ICT) play an increasingly important role in the early childhood education sector, and in the administration of ECE services.
3. Inadequate protection or misuse of WRFKA’s information assets could increase the risk of litigation or harm WRFKA’s reputation.  All WRFKA staff and those authorised to access WRFKA ICT systems share a responsibility to protect WRFKA’s information assets from unauthorised access, use, modification, destruction, theft or disclosure.  Misuse of information assets is a serious violation of generally accepted standards of conduct and may result in disciplinary action up to and including termination of employment and/or legal action.

4. P
5. This policy is not intended to be an exhaustive document containing all relevant rights and obligations that may exist in legislation to regulate use, storage and dissemination of information. Rather, it is intended to establish the information technology framework within which WRFKA will operate and to establish procedures to be followed by those working in Wellington kindergartens.
6. All material submitted for publication on an Internet site should be appropriate to the kindergarten’s learning environment. This includes any information posted on a blog site or similar website. Please note issues of privacy and confidentiality elsewhere in this document.
7. Such material can be posted only by those given the authority to do so by the kindergarten Head Teacher.
8. A Senior Teacher should be consulted regarding links to appropriate websites being placed on the kindergarten’s Internet/Intranet (or browser homepages) to provide quick access to particular sites.
9. Involvement as a representative of WRFKA with any non-kindergarten website must be with the approval of the General Manager. 

10.
The Internet

WRFKA expects access to the Internet and electronic mail to be used in a responsible and informed way. WRFKA believes the Internet offers tremendous resources and opportunities. However, it can also endanger the integrity of the system if large files and/or virus infected software or files are downloaded.
WRFKA will take all reasonable steps to filter or screen all material accessed using the kindergarten or WRFKA office network or Internet access facilities. However, when using a global information system such as the Internet, it may not always be possible for the kindergarten or WRFKA office to restrict access to all such material. This may include material which is inappropriate in the kindergarten learning environment, dangerous or objectionable as defined in the Films, Videos and Publications Classification Act 1993. 
While using the WRFKA network, Internet access facilities or ICT equipment/devices, or using any privately-owned ICT equipment/devices at the kindergarten/WRFKA office or at any kindergarten/WRFKA-related activity, no person may:

· initiate access to, or have involvement with, inappropriate, dangerous, illegal or objectionable material or activities

· save or distribute such material by copying, storing or printing.

11.
Electronic mail (Email)
Email is sent unencrypted, and is therefore easily readable. Therefore, users should consider whether they should include anything in an email message which may be private and confidential.  
12. Social networks
WRFKA  authorises the establishment of Facebook Fanpage by individual kindergartens. No other form of social networking (eg Twitter) may be established by kindergartens at this stage.  

Procedures /compliancLIANCE RULES

PROCEDURES:   OPERATION OF KINDERGARTEN FACEBOOK FANPAGE
Set up

1. Upon agreement between the Kindergarten and WRFKA, a Facebook Fanpage will be set up by the Association for individual kindergartens.
2. The front page will include standard content eg. the kindergarten profile, kindergarten photo, kindergarten logo and the WRFKA logo.

3. The child enrolment procedure clearly indicates that by enrolling their child (and ticking the appropriate box) parents and caregivers agree to their child’s photo or video being used on Facebook or the WRFKA website.
4. However, teams should alert families as part of the information in their Induction Pack Welcome Newsletter about the possible use of videos and pictures on their kindergarten’s Facebook Fanpage.

5. To protect children’s identity, all pictures that are added to Facebook will not be named or tagged.
Administrator
1. Either the Head Teacher or a teacher/Support Staff employed by WRFKA to work in kindergartens are authorised to be the Administrator of the Fanpage.
2. The Administrator is responsible for posting messages from the kindergarten onto its page and keeping the kindergarten-related information on the page up to date. If the Head Teacher is not designated the administrator role, they retain responsibility for ensuring the Facebook page is operated within the policies and procedures of WRFKA.
General information relating to the use of information technology

1.
WRFKA is committed to the following values:

· a good and safe workplace

· a workplace that accommodates diversity

· the highest standards of integrity, conduct and concern for the public interest

· respect for the rights of others by all employees
· human resource policies that provide fair and proper treatment of staff.

2.
WRFKA expects all staff to act in accordance with these values.  Staff who act in inappropriate ways when accessing the Internet or using email to transmit matter or words contrary to these values may face disciplinary action.

Inappropriate behaviour includes, but is not limited to:

· behaviour that may be seen as contributing to disharmony by accessing or transmitting matter or words which are threatening, abusive or insulting and likely to excite hostility against or bring into contempt any group of persons on the ground of colour, race or ethnic or national origins of that group of persons (eg racist jokes distributed via email)

· behaviour that may be seen as sexual harassment by accessing or transmitting matter or words that may imply a request of any other person for sexual intercourse, sexual conduct or other form of sexual activity which contains an implied or overt promise of preferential treatment or an implied or overt threat of detrimental treatment and which is unwelcome or offensive and is either repeated or of such a significant nature that it has a detrimental effect on a person’s ability to function in the workplace (eg jokes of a sexual nature distributed via email)

· behaviour that would or might bring WRFKA into disrepute or subject it to public criticism. This may include use of a social networking site to express hostility against, or bring into contempt or ridicule any other person employed by WRFKA, or to express negative or otherwise insulting views of children or families of the kindergarten.

Incident reporting

1.
Any employee who determines that there may be a misuse of ICT equipment within WRFKA must notify their Senior Teacher or WRFKA Office immediately.

Password security

1.
Guessed passwords still form the most common method by which outsiders penetrate an account.
2.
Staff are required to use passwords to restrict access to computers to protect these systems against unauthorised access. 
Access to computers, voice mail and electronic mail systems

1.
Passwords are intended to restrict unauthorised access to computers and electronic mail. These systems are intended for kindergarten use, and all computer information and electronic mail messages are presumed to be Association property.  
2.
Accordingly, WRFKA maintains the right and ability to access any of these systems and to inspect and review any and all data recorded in those systems for legitimate business reasons. 
3.
Staff should not assume that electronic mail or network communications are private and confidential or that WRFKA will not have a need to access and review this information.

Filtering and monitoring

1. WRFKA may utilise filtering and/or monitoring software where appropriate, to restrict access to
    certain websites and data, including email. 

Auditing

1.
The General Manager may from time to time, at their discretion, conduct an audit of WRFKA’s computer network, Internet access facilities, computers and other kindergarten/WRFKA ICT equipment/devices. 

2.
Conducting an audit does not give any representative of WRFKA the right to enter the home of WRFKA Staff, nor the right to seize or search any ICT equipment/devices belonging to that person.
Personal use of the computer

1.
WRFKA allows some personal use of the computer system which includes the use of electronic mail and may include the use of the Internet in personal time. If, in the opinion of the General Manager, unreasonably high costs are incurred, the user will be required to reimburse the kindergarten and/or WRFKA.

2.
All reports, correspondence, diaries, databases, email and other documents sent, received or otherwise handled while using WRFKA computers, whether work-related or not, shall remain the property of  WRFKA at all times.
Use of employee-owned equipment

1.
Use of personal equipment (eg laptop computers, cellular phones, etc) at the work site may sometimes be necessary in connection with an employee’s job duties. Although this practice is not prohibited at WRFKA, it is not generally encouraged.
2.
Information stored or used on any personal equipment that you may use for WRFKA-related reasons generally will be considered WRFKA property, and will therefore be subject to all applicable WRFKA policies.
Protection of computers and other equipment

1.
Care should be taken to secure all computer and other electronic equipment, particularly laptop computers, cellular telephones or other easily transportable equipment (eg moveable equipment in a locked cupboard or out of sight at the end of the day and over close-down periods).  
2.
Lost or stolen equipment must be reported immediately to the Association.

3.
To protect equipment from theft in the workplace:
· desktop equipment should be secured to sturdy objects.
4.
To protect equipment when it is not in the workplace:

· Portable equipment must not be left unattended in any public place.

· Portable equipment must not be left in open view in a car.
· Equipment should not be left at home in an area where it can be seen through windows or by a casual visitor.   All WRFKA equipment should be secured at home as it would be at work.

Software licensing

1.
Staff must use all software in accordance with applicable licensing agreements.  
2.
Anyone found illegally reproducing software can be subject to civil and criminal penalties including fines and imprisonment. 
3.
WRFKA does not condone illegal copying of software under any circumstances and anyone who makes, uses or otherwise acquires illegal software may be subject to disciplinary action.

Virus protection

1.
Virus detection software should be run at regular time intervals to scan files for the possible existence of computer viruses.  
2.
All disks, USB drives, card readers and software from outside WRFKA, unknown sources and the Internet should be scanned for viruses before being used. This includes disks, USB drives and card readers used on any home computer system.

Unauthorised software or hardware

1.
Authorisation from the Senior Teacher or other technician employed/contracted by WRFKA must be gained before any attempts to download, install, connect or utilise any unauthorised software or hardware onto or with any WRFKA ICT equipment/devices.  This includes use of such technologies as Bluetooth, infrared and wireless, and any similar technologies which have been, or may be, developed. Any user seeking authorisation should speak with the Senior Teacher responsible for ICT.
Confidentiality and privacy 
1.
The principles of confidentiality and privacy extend to accessing or inadvertently viewing information about personnel, or children and their families, which is stored on the centre’s network or any device.

2.
Privacy laws are such that staff should seek advice from the Head Teacher regarding matters such as the collection and/or display/publication of images (such as personal images of children or adults), as well as text (such as children’s personal writing).
3.
Ministry of Education guidelines should be followed regarding issues of privacy, safety and copyright associated with the online publication of children’s personal details or work. 

Tasks to maintain computers

1.
All staff are expected to maintain WRFKA computer hardware and software by completing the following tasks:

Firewalls should be enabled.
Daily:
· All important documents must be saved onto an external drive such as USB, CD or DVD or external hard drive.  It is recommended that this be stored offsite.

· Any available updates must be installed (note: an icon appears on start-up to notify the user of this).

Monthly:
· Any temporary Internet files must be deleted. 

· Virus definitions must be updated when icon appears at start-up(see Computer Guidelines Document).
Old ICT Equipment:
· The  Senior Teacher responsible for ICT or the Chief Financial Officer should be consulted regarding disposal of old equipment.
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